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Check Your Knowledge



   
 

Review boot process

Explain and Demonstrate the password 
recovery procedure

Examine a router booting without IOS

Demonstrate useful commands in IOS

Module Goals



   
 

Power On Self Test

OK

PC Boot Process

Power On Self Test



   
 

PXE Boot enabled

Acquiring DHCP address

Searching for boot volume

Booting from disk0 

PC Boot Process

Power On Self Test

Load BIOS from ROM

Load Operating System

Load Personal Settings



   
 

*Jun 26 20:27:15.138: %SYS-5-RELOAD: Reload 
requested by console. Reload Reason: Reload 
Command.
System Bootstrap, Version 12.4(13r)T, RELEASE 
SOFTWARE (fc1)
Technical Support: http://www.cisco.com/techsupport
Copyright (c) 2006 by cisco Systems, Inc.
PLD version 0x10
GIO ASIC version 0x127
c1841 platform with 131072 Kbytes of main memory
Main memory is configured to 64 bit mode with parity 
disabled

Readonly ROMMON initialized
program load complete, entry point: 0x8000f000, size: 
0xcb80

program load complete, entry point: 0x8000f000, size: 
0x110d194
Self decompressing the image : 
###########################################
########################################## 
[OK]

Smart Init is enabled
smart init is sizing iomem
ID            MEMORY_REQ         TYPE

0X003AA110 public buffer pools
0X00211000 public particle pools
0X00020000 Crypto module pools

0X0052          0X0001A800 Card in slot 0
0X0052          0X0001A800 Card in slot 1

0X000021B8 Onboard USB

If any of the above Memory Requirements are
"UNKNOWN", you may be using an unsupported

       

Router Boot Process

Power On Self Test Rollover Cable



   
 

*Jun 26 20:27:15.138: %SYS-5-RELOAD: Reload 
requested by console. Reload Reason: Reload 
Command.
System Bootstrap, Version 12.4(13r)T, RELEASE 
SOFTWARE (fc1)
Technical Support: http://www.cisco.com/techsupport
Copyright (c) 2006 by cisco Systems, Inc.
PLD version 0x10
GIO ASIC version 0x127
c1841 platform with 131072 Kbytes of main memory
Main memory is configured to 64 bit mode with parity 
disabled

Readonly ROMMON initialized
program load complete, entry point: 0x8000f000, size: 
0xcb80

program load complete, entry point: 0x8000f000, size: 
0x110d194
Self decompressing the image : 
###########################################
########################################## 
[OK]

Smart Init is enabled
smart init is sizing iomem
ID            MEMORY_REQ         TYPE

0X003AA110 public buffer pools
0X00211000 public particle pools
0X00020000 Crypto module pools

0X0052          0X0001A800 Card in slot 0
0X0052          0X0001A800 Card in slot 1

0X000021B8 Onboard USB

If any of the above Memory Requirements are
"UNKNOWN", you may be using an unsupported
configuration or there is a software problem and
system operation may be compromised.

Allocating additional 8015069 bytes to IO Memory.
PMem allocated: 117440512 bytes; IOMem allocated: 
16777216 bytes

Restricted Rights Legend

Use, duplication, or disclosure by the Government is
subject to restrictions as set forth in subparagraph
(c) of the Commercial Computer Software - Restricted
Rights clause at FAR sec. 52.227-19 and 
subparagraph
(c) (1) (ii) of the Rights in Technical Data and 
Computer
Software clause at DFARS sec. 252.227-7013.

cisco Systems, Inc.
170 West Tasman Drive

   

Load Bootstrap
Power On Self Test

Router Boot Process



   
 

0X00211000 public particle pools
0X00020000 Crypto module pools

0X0052          0X0001A800 Card in slot 0
0X0052          0X0001A800 Card in slot 1

0X000021B8 Onboard USB

If any of the above Memory Requirements are
"UNKNOWN", you may be using an unsupported
configuration or there is a software problem and
system operation may be compromised.

Allocating additional 8015069 bytes to IO Memory.
PMem allocated: 117440512 bytes; IOMem allocated: 
16777216 bytes

Restricted Rights Legend

Use, duplication, or disclosure by the Government is
subject to restrictions as set forth in subparagraph
(c) of the Commercial Computer Software - Restricted
Rights clause at FAR sec. 52.227-19 and 
subparagraph
(c) (1) (ii) of the Rights in Technical Data and 
Computer
Software clause at DFARS sec. 252.227-7013.

cisco Systems, Inc.
170 West Tasman Drive
San Jose, California 95134-1706
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Power On Self Test
Load Bootstrap

Load IOS
Load Configuration

Router Boot Process



Interrupt Boot Process



   
 

*Jun 26 20:27:15.138: %SYS-5-RELOAD: Reload 
requested by console. Reload Reason: Reload 
Command.
System Bootstrap, Version 12.4(13r)T, RELEASE 
SOFTWARE (fc1)
Technical Support: http://www.cisco.com/techsupport
Copyright (c) 2006 by cisco Systems, Inc.
PLD version 0x10
GIO ASIC version 0x127
c1841 platform with 131072 Kbytes of main memory
Main memory is configured to 64 bit mode with parity 
disabled

Readonly ROMMON initialized
program load complete, entry point: 0x8000f000, size: 
0xcb80

program load complete, entry point: 0x8000f000, size: 
0x110d194
Self decompressing the image : 
###########################################
########################################## 
[OK]

Smart Init is enabled
smart init is sizing iomem
ID            MEMORY_REQ         TYPE

0X003AA110 public buffer pools
0X00211000 public particle pools
0X00020000 Crypto module pools

0X0052          0X0001A800 Card in slot 0
0X0052          0X0001A800 Card in slot 1

0X000021B8 Onboard USB

If any of the above Memory Requirements are
"UNKNOWN", you may be using an unsupported

       

Power On Self Test Rollover Cable

Router Boot Process



   
 

*Jun 26 20:27:15.138: %SYS-5-RELOAD: Reload 
requested by console. Reload Reason: Reload 
Command.
System Bootstrap, Version 12.4(13r)T, RELEASE 
SOFTWARE (fc1)
Technical Support: http://www.cisco.com/techsupport
Copyright (c) 2006 by cisco Systems, Inc.
PLD version 0x10
GIO ASIC version 0x127
c1841 platform with 131072 Kbytes of main memory
Main memory is configured to 64 bit mode with parity 
disabled

Readonly ROMMON initialized
program load complete, entry point: 0x8000f000, size: 
0xcb80

program load complete, entry point: 0x8000f000, size: 
0x110d194
Self decompressing the image : 
###########################################
########################################## 
[OK]

Smart Init is enabled
smart init is sizing iomem
ID            MEMORY_REQ         TYPE

0X003AA110 public buffer pools
0X00211000 public particle pools
0X00020000 Crypto module pools

0X0052          0X0001A800 Card in slot 0
0X0052          0X0001A800 Card in slot 1

0X000021B8 Onboard USB

If any of the above Memory Requirements are
"UNKNOWN", you may be using an unsupported
configuration or there is a software problem and
system operation may be compromised.

Allocating additional 8015069 bytes to IO Memory.
PMem allocated: 117440512 bytes; IOMem allocated: 
16777216 bytes

Restricted Rights Legend

Use, duplication, or disclosure by the Government is
subject to restrictions as set forth in subparagraph
(c) of the Commercial Computer Software - Restricted
Rights clause at FAR sec. 52.227-19 and 
subparagraph
(c) (1) (ii) of the Rights in Technical Data and 
Computer
Software clause at DFARS sec. 252.227-7013.

cisco Systems, Inc.
170 West Tasman Drive

   

Load Bootstrap
Power On Self Test

Router Boot Process

BREAK



Configuration Register

0x2102



Configuration Register

0x2102

0010 0001 0000 0010



Configuration Register

0x2102

0010 0001 0000 0010

Boot Fields
Boot as configured in Boot System field in Startup-

Config



Configuration Register

0x2102

0010 0001 0000 0010

Boot Fields
Boot First Image in Flash

0001



Configuration Register

0x2102

0010 0001 0000 0010

Boot Fields
Boots into ROM Monitor mode

0000



Configuration Register

0x2102

0010 0001 0000 0010



Configuration Register

0x2102

0010 0001 0000 0010

NVRAM Contents
Load the contents of NVRAM

Load startup-config



Configuration Register

0x2102

0010 0001 0000 0010

NVRAM Contents
Do NOT load contents of NVRAM

Do Not load the startup-config file

1



Demo

   
 

Router Password Recovery



Router> enable

Router# config t

Router(config)# int f0/1

Router(config-if)# ip addr 1.1.1.1

Router(config-if)# no shut

Router(config-if)# end

Router# copy run start

Password Recovery IOS

Rollover 
Cable

Ethernet Cable



Demo

   
 

Troubleshooting Boot Process



Demo

   
 

Useful IOS commands



   
 

Review boot process

Explain and Demonstrate the password 
recovery procedure

Examine a router booting without IOS

Demonstrate useful commands in IOS

Summary
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